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PAUL R. HALES
ATTORNEY AT LAW

Health Information – HIPAA

Protecting Patient Privacy is Our Job®
Legal Education – Not Legal Advice
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Behavioral Health HIPAA Compliance

Behavioral Health Information
Is Protected Health Information

PHI – Subject to
The HIPAA Rules

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

The HIPAA Rules
Are Easy to Follow

Step-by-Step
When You Know the Steps

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/


5www.thehipaaetool.com                                                    Protecting Patient Privacy is our Job®      © 2024 ET&C Group LLC  

Behavioral Health HIPAA Compliance

The HIPAA Rules
Are a Blueprint

To Protect Patients
and Your Organization

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance
May 1, 2024

Senators Slam UnitedHealth’s C.E.O. Over Cyberattack

The New 
York Times

Mr. Wyden said that UnitedHealth had failed to enforce the most basic
kind of cybersecurity measure — so-called multifactor authentication.

June 2023 OCR 
Cybersecurity 

Newsletter

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.hhs.gov/hipaa/for-professionals/security/guidance/cybersecurity-newsletter-june-2023/index.html
https://www.hhs.gov/hipaa/for-professionals/security/guidance/cybersecurity-newsletter-june-2023/index.html
https://www.hhs.gov/hipaa/for-professionals/security/guidance/cybersecurity-newsletter-june-2023/index.html
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Behavioral Health HIPAA Compliance

HHS Office for Civil Rights Opens Investigation 
of Change Healthcare Cyberattack

OCR’s investigation of Change Healthcare and UHG will 
focus on whether a breach of protected health 
information occurred and Change Healthcare’s and UHG’s 
compliance with the HIPAA Rules.

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.hhs.gov/about/news/2024/03/13/hhs-office-civil-rights-issues-letter-opens-investigation-change-healthcare-cyberattack.html#:%7E:text=OCR%E2%80%99s%20investigation%20of%20Change%20Healthcare%20and%20UHG%20will%20focus%20on%20whether%20a%20breach%20of%20protected%20health%20information%20occurred%20and%20Change%20Healthcare%E2%80%99s%20and%20UHG%E2%80%99s%20compliance%20with%20the%20HIPAA%20Rules.
https://www.hhs.gov/about/news/2024/03/13/hhs-office-civil-rights-issues-letter-opens-investigation-change-healthcare-cyberattack.html#:%7E:text=OCR%E2%80%99s%20investigation%20of%20Change%20Healthcare%20and%20UHG%20will%20focus%20on%20whether%20a%20breach%20of%20protected%20health%20information%20occurred%20and%20Change%20Healthcare%E2%80%99s%20and%20UHG%E2%80%99s%20compliance%20with%20the%20HIPAA%20Rules.
https://www.hhs.gov/about/news/2024/03/13/hhs-office-civil-rights-issues-letter-opens-investigation-change-healthcare-cyberattack.html#:%7E:text=OCR%E2%80%99s%20investigation%20of%20Change%20Healthcare%20and%20UHG%20will%20focus%20on%20whether%20a%20breach%20of%20protected%20health%20information%20occurred%20and%20Change%20Healthcare%E2%80%99s%20and%20UHG%E2%80%99s%20compliance%20with%20the%20HIPAA%20Rules.
https://www.hhs.gov/about/news/2024/03/13/hhs-office-civil-rights-issues-letter-opens-investigation-change-healthcare-cyberattack.html#:%7E:text=OCR%E2%80%99s%20investigation%20of%20Change%20Healthcare%20and%20UHG%20will%20focus%20on%20whether%20a%20breach%20of%20protected%20health%20information%20occurred%20and%20Change%20Healthcare%E2%80%99s%20and%20UHG%E2%80%99s%20compliance%20with%20the%20HIPAA%20Rules.


8www.thehipaaetool.com                                                    Protecting Patient Privacy is our Job®      © 2024 ET&C Group LLC  

Behavioral Health HIPAA Compliance

Kaiser Permanente Notifying 13.4 Million of Tracker Breach
Incident Involves Health Plans' Prior Use of Online Tech in Websites, 
Mobile Apps
Kaiser Breach is the Largest So Far this Year
According to TechCrunch, the patient information compromised includes

• names and IP addresses
• information that could indicate if members were signed into a Kaiser 

Permanente account or service
• how members “interacted with and navigated through the website and 

mobile applications, and search terms used in the health encyclopedia.”

Tracking Technologies

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.healthcareinfosecurity.com/kaiser-permanente-notifying-134-million-tracker-breach-a-24945
https://thehipaaetool.com/kaiser-breach-is-the-largest-so-far-this-year/#:%7E:text=According%20to%20TechCrunch,the%20health%20encyclopedia.%E2%80%9D
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Behavioral Health HIPAA Compliance
What Are We Going to Cover?

Alerts – New HIPAA & SUD Rules – Medical Identity Theft
1. What is HIPAA?

A. HIPAA Law & The HIPAA Rules
2. Who must comply with HIPAA?
4. HIPAA Compliance Basics

A. Accountability: Responsibility & Delegation of Authority
B. Risk Analysis & Risk Management
C. Policies – Procedures – Training

5. Common HIPAA Violations
6. HIPAA Compliance is a Process
7. Questions and Discussion

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

ALERT 

2024 – SIGNIFICANT MODIFICATIONS TO HIPAA PRIVACY RULE &
PART 2 RULE – SUBSTANCE USE DISORDER CONFIDENTIALITY

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance
Significant HIPAA Privacy Rule Modifications

HIPAA Privacy Rule to Support Reproductive Health Care Privacy

Effective Date: June 25, 2024
Compliance Date: December 22, 2024

Despite its name, the Final Rule contains two other significant 
Privacy Rule modifications; one modifies the Notice of Privacy 
Practices (NPP), and the second coordinates Part 2 substance use 
confidentiality with HIPAA.
Handout 2 – Fact Sheet 2024 Privacy Rule Modification

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.hhs.gov/hipaa/for-professionals/special-topics/reproductive-health/index.html
https://thehipaaetool.com/hhs-increases-privacy-protections-for-reproductive-health-care/#:%7E:text=Despite%20its%20name%2C%20the%20Final%20Rule%20contains%20two%20other%20significant%20Privacy%20Rule%20modifications%3B%20one%20modifies%20the%20Notice%20of%20Privacy%20Practices%20(NPP)%2C%20and%20the%20second%20coordinates%20Part%202%20substance%20use%20confidentiality%20with%20HIPAA.
https://thehipaaetool.com/hhs-increases-privacy-protections-for-reproductive-health-care/#:%7E:text=Despite%20its%20name%2C%20the%20Final%20Rule%20contains%20two%20other%20significant%20Privacy%20Rule%20modifications%3B%20one%20modifies%20the%20Notice%20of%20Privacy%20Practices%20(NPP)%2C%20and%20the%20second%20coordinates%20Part%202%20substance%20use%20confidentiality%20with%20HIPAA.
https://thehipaaetool.com/hhs-increases-privacy-protections-for-reproductive-health-care/#:%7E:text=Despite%20its%20name%2C%20the%20Final%20Rule%20contains%20two%20other%20significant%20Privacy%20Rule%20modifications%3B%20one%20modifies%20the%20Notice%20of%20Privacy%20Practices%20(NPP)%2C%20and%20the%20second%20coordinates%20Part%202%20substance%20use%20confidentiality%20with%20HIPAA.
https://thehipaaetool.com/hhs-increases-privacy-protections-for-reproductive-health-care/#:%7E:text=Despite%20its%20name%2C%20the%20Final%20Rule%20contains%20two%20other%20significant%20Privacy%20Rule%20modifications%3B%20one%20modifies%20the%20Notice%20of%20Privacy%20Practices%20(NPP)%2C%20and%20the%20second%20coordinates%20Part%202%20substance%20use%20confidentiality%20with%20HIPAA.
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Behavioral Health HIPAA Compliance

Substance Abuse Treatment and HIPAA are Better Aligned

Effective Date: April 16, 2024
Final Compliance Date: February 16, 2026 

The new rule modifies the Confidentiality of Substance Use 
Disorder Patient Records regulations - commonly called 42 CFR 
Part 2 or simply Part 2 to be better aligned with HIPAA.

Promote care coordination & Reduce HIPAA & Part 2 Conflicts
Handouts 3 & 4 - 2024 Modifications & Fact Sheet 42 CFR Part 2 Final Rule 

Significant Part 2 Modifications

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://thehipaaetool.com/substance-abuse-treatment-and-hipaa-are-better-aligned/
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Behavioral Health HIPAA Compliance

The HIPAA Rules
Are Easy to Follow

Step-by-Step
When You Know the Steps

How to Find the Steps

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance
Significant Part 2 Modifications

The HIPAA E-Tool
Search Box

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance
Significant Part 2 Modifications

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance
Significant Part 2 Modifications

Handout 3

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

Convention Special – 25% off 
Scan to Sign up for Free Online Demo

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

ALERT

MEDICAL IDENTITY THEFT

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

Medical Identity Theft – Criminal Black Market
ALERT

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

What Is Medical Identity Theft?
Medical identity theft is when someone uses your personal information — like your name, 
Social Security number, health insurance account number or Medicare number — to see a 
doctor, get prescription drugs, buy medical devices, submit claims with your insurance 
provider, or get other medical care.
If the thief’s health information is mixed with yours, it could affect the medical care you’re 
able to get or the health insurance benefits you’re able to use. It could also hurt your credit.

Medical Identity Theft – Criminal Black Market

FEDERAL TRADE COMMISSION
CONSUMER ADVICE

ALERT

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://consumer.ftc.gov/articles/what-know-about-medical-identity-theft#what_is:%7E:text=Your%20Medical%20Information-,What%20Is%20Medical%20Identity%20Theft%3F,-Medical%20identity%20theft
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Behavioral Health HIPAA Compliance

PHI = 

Medical Identity Theft – Criminal Black Market
ALERT

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Medical Identity Theft – Criminal Black Market

HHS OIG Medical Identity Theft Video

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Medical Identity Theft – Criminal Black Market

HHS OIG Medical Identity Theft Video

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Medical Identity Theft – Criminal Black Market

Medical Identity Theft is the fastest growing form of Identity Theft

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

Only two things are needed for Medical Identity Theft:
Identity of a Patient – Identity of a Provider 

Medical Identity Theft – Criminal Black Market
ALERT

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

Criminals Attack People of All Ages &
All Walks of Life

• Social Engineering
Clever Scripts & Messages

• Vishing
• Phishing

Medical Identity Theft – Criminal Black Market
ALERT

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.ftc.gov/business-guidance/resources/scams-your-small-business-guide-business#:%7E:text=credit%20card%20information.-,Social%20Engineering,-%2C%20Phishing%2C%20and%20Ransomware
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Phishing

Medical Identity Theft – Criminal Black Market

Behavioral Health HIPAA Compliance

account-security- noreply@ accountprotectionmicrosoft.com

ALERT

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

Criminals Attack People of All Ages &
All Walks of Life

• Social Engineering
Clever Scripts & Messages

• Vishing
• Phishing
• Smishing

Medical Identity Theft – Criminal Black Market
ALERT

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.ftc.gov/business-guidance/resources/scams-your-small-business-guide-business#:%7E:text=credit%20card%20information.-,Social%20Engineering,-%2C%20Phishing%2C%20and%20Ransomware
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Smishing

Medical Identity Theft – Criminal Black Market

Behavioral Health HIPAA Compliance
ALERT

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

Criminals Attack People of All Ages &
All Walks of Life

• Social Engineering
Clever Scripts & Messages

• Vishing
• Phishing
• Smishing
• Quishing – Malicious QR Codes – FBI

Medical Identity Theft – Criminal Black Market
ALERT

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.ftc.gov/business-guidance/resources/scams-your-small-business-guide-business#:%7E:text=credit%20card%20information.-,Social%20Engineering,-%2C%20Phishing%2C%20and%20Ransomware
https://www.ic3.gov/Media/Y2022/PSA220118
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Behavioral Health HIPAA Compliance
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https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

ALERT

INCREASED ENFORCEMENT OF HEALTH INFORMATION PRIVACY LAWS  

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance
2023 - Health Privacy Enforcement got Serious - More to Come

HIPAA and OCR are not the only enforcers of Health 
Information Privacy Regulations 
Newly active, aggressive enforcers are here now *

• Federal Trade Commission (FTC)
• Private Plaintiffs and Class Action Lawsuits
• State Regulators and Attorneys General 

* Handout 5 – Health Information Privacy Enforcement Suddenly Got Serious

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

WHAT IS HIPAA?

HIPAA LAW
THE HIPAA RULES

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance
Health Insurance Portability and Accountability Act of 1996

HIPAA LAW AND THE HIPAA RULES

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Directs the Secretary of the U.S. Department of Health and Human 
Services (HHS) to develop and implement regulations to protect the 
                  and                  of individually identifiable health information 

The HIPAA Rules
HHS Office for Civil Rights (OCR) administers and enforces HIPAA Rules
Some violations of HIPAA Rules carry criminal penalties 
The U.S. Department of Justice (DOJ) enforces HIPAA criminal 
violations

Behavioral Health HIPAA Compliance
Health Insurance Portability and Accountability Act of 1996

HIPAA LAW AND THE HIPAA RULES

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

1. Privacy Rule
2. Security Rule
3. Breach Notification Rule
4. Enforcement Rule

The Fundamental Rule

Health Insurance Portability and Accountability Act of 1996
Health Information Technology for Economic and Clinical Health Act

The HIPAA Rules

HIPAA LAW AND THE HIPAA RULES

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/


38www.thehipaaetool.com                                                    Protecting Patient Privacy is our Job®      © 2024 ET&C Group LLC  

Behavioral Health HIPAA Compliance
Health Insurance Portability and Accountability Act of 1996

The Privacy Rule is made up of: 
• Standards (rules, conditions or requirements with respect to the privacy 

of Protected Health Information (PHI) and 
• Implementation Specifications (specific requirements or instructions for 

implementing a Standard) 
Privacy Rule Standards cover three topics:
1. Uses and Disclosures of Protected Health Information (PHI)
2. PHI Privacy Rights of an Individual
3. Administrative Technical and Physical Safeguards to protect PHI

Health Information Technology for Economic and Clinical Health Act
HIPAA LAW AND THE HIPAA RULES

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance
Health Insurance Portability and Accountability Act of 1996

The Privacy Rule is the Fundamental Rule
Security Rule
Covered entities and business associates must … protect against any 
reasonably anticipated uses or disclosures of electronic protected health 
information that are not permitted or required under the Privacy Rule.

45 CFR 164.306(a)(3)
Breach Notification Rule
Breach means the acquisition, access, use, or disclosure of protected health 
information in a manner not permitted under the Privacy Rule which 
compromises the security or privacy of the protected health information.

45 CFR 164.402 “Breach”

Health Information Technology for Economic and Clinical Health Act
HIPAA LAW AND THE HIPAA RULES

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-C#:%7E:text=Protect%20against%20any%20reasonably%20anticipated%20uses%20or%20disclosures%20of%20such%20information%20that%20are%20not%20permitted%20or%20required%20under%20subpart%20E%20of%20this%20part.
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-C#:%7E:text=Protect%20against%20any%20reasonably%20anticipated%20uses%20or%20disclosures%20of%20such%20information%20that%20are%20not%20permitted%20or%20required%20under%20subpart%20E%20of%20this%20part.
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-C#:%7E:text=Protect%20against%20any%20reasonably%20anticipated%20uses%20or%20disclosures%20of%20such%20information%20that%20are%20not%20permitted%20or%20required%20under%20subpart%20E%20of%20this%20part.
https://www.ecfr.gov/current/title-45/part-164/section-164.306#p-164.306(a)(3)
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-D/section-164.402#:%7E:text=Breach,protected%20health%20information.
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-D/section-164.402#:%7E:text=Breach,protected%20health%20information.
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-D/section-164.402#:%7E:text=Breach,protected%20health%20information.
https://www.ecfr.gov/current/title-45/part-164/section-164.402#p-164.402(Breach)
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Behavioral Health HIPAA Compliance

Privacy Rule Security Rule Enforcement Rule
Breach 

Notification Rule

Silos 4 HIPAA Rules

Health Insurance Portability and Accountability Act of 1996
Health Information Technology for Economic and Clinical Health Act
HIPAA LAW AND THE HIPAA RULES

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

Silos 4 HIPAA Rules

Privacy Rule Security Rule Enforcement Rule
Breach 

Notification Rule

Health Insurance Portability and Accountability Act of 1996
Health Information Technology for Economic and Clinical Health Act
HIPAA LAW AND THE HIPAA RULES

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

Silos 

The HIPAA Rules are designed to work together 
to Protect the 

Privacy and Security of
Protected Health Information (PHI)

Health Insurance Portability and Accountability Act of 1996
Health Information Technology for Economic and Clinical Health Act

4 HIPAA Rules

HIPAA LAW AND THE HIPAA RULES

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Administrative – Technical – Physical
 Safeguards

PRIVACY RULE
PHI

Use
or

Disclose

Personal
Rights

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Administrative – Technical – Physical
 Safeguards

EPHI

PRIVACY RULE
PHI

SECURITY RULE

Use
or

Disclose
All Personal

Rights

is PHI  

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Use or Disclose

PHI 

not Permitted by PR?

Breach of
Unsecured PHI?

Complaint or Breach?

Investigations

Penalties

Breach Notification Rule ENFORCEMENT RULE

SR
EPHI

PR
All PHI

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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All PHI

SR

BNR ER

EPHI

PR

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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All PHI

BNR ER

SR
EPHI

PR

HIPAA Rules – Easy to follow – When You Know the Steps

And That’s It

Clear
and
Coordinated

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

WHO MUST COMPLY WITH HIPAA?

TYPES OF ORGANIZATIONS LIABLE FOR HIPAA COMPLIANCE

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance
Organizations that must comply with HIPAA

Covered Entities
Health Care Provider – Health Plan – Health Care Clearinghouse

Business Associates
On behalf of a Covered Entity
• Creates, Receives, Maintains or Transmits Protected Health Information 

(PHI) for a function or activity regulated by the HIPAA Rules
• Provides Services involving disclosure of PHI from a Covered Entity or 

from another Business Associate
Subcontractor Business Associates

On behalf of a Business Associate
• Creates, Receives, Maintains or Transmits PHI for function or activity 

regulated by the HIPAA Rules

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

PHI Chain of Trust

PHI Covered Entity
Business Associate

Subcontractor Business Associate 1
Subcontractor Business Associate 2
Subcontractor Business Associate 3

Business Associate Agreement required at each link of Chain

Organizations that must comply with HIPAA

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

HIPAA COMPLIANCE BASICS

ACCOUNTABILITY: RESPONSIBILITY & DELEGATION OF AUTHORITY

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

Senior Management is Responsible

Accountability

• Senior Management may delegate Authority 
to develop and implement the organization’s HIPAA 
Compliance Program

• Privacy Official – (Privacy Officer)

• Security Official – (Security Officer)
• Senior Management cannot delegate legal Responsibility

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

Senior Management is Responsible

“We didn’t realize this violated HIPAA”
OCR’s position: 

A Covered Entity or Business Associate 
cannot claim “lack of knowledge” because

it failed to inform itself about compliance obligations 
75 FR 40878, July 14, 2010

Accountability

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.federalregister.gov/d/2010-16718/p-100
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Behavioral Health HIPAA Compliance

OCR’s Corrective Action Plan for iHealth Solutions is a roadmap to review, revise, 
develop and implement any organization’s HIPAA Compliance Program
• An attestation signed by an owner or officer of iHealth stating that he or she has 

reviewed the Implementation Report, has made a reasonable inquiry regarding 
its content and believes that, upon such inquiry, the information is accurate and 
truthful.

• Risk Analysis and Risk Management
• HIPAA Policies and Procedures including management of identified Risks

• Privacy Rule – Security Rule – Breach Notification Rule
• Workforce Training

• Privacy, Security & Breach Notification Policies & Procedures
False Attestation is a Felony – 18 U.S.C. § 1001 

Accountability

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/ihealth-ra-cap/index.html#:%7E:text=iHealth%20Solutions%2C%20LLC%20(%E2%80%9CiHealth,them%20under%20the%20Agreement
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/ihealth-ra-cap/index.html#:%7E:text=An%20attestation%20signed%20by%20an%20owner%20or%20officer%20of%20iHealth%20stating%20that%20he%20or%20she%20has%20reviewed%20the%20Implementation%20Report%2C%20has%20made%20a%20reasonable%20inquiry%20regarding%20its%20content%20and%20believes%20that%2C%20upon%20such%20inquiry%2C%20the%20information%20is%20accurate%20and%20truthful
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/ihealth-ra-cap/index.html#:%7E:text=An%20attestation%20signed%20by%20an%20owner%20or%20officer%20of%20iHealth%20stating%20that%20he%20or%20she%20has%20reviewed%20the%20Implementation%20Report%2C%20has%20made%20a%20reasonable%20inquiry%20regarding%20its%20content%20and%20believes%20that%2C%20upon%20such%20inquiry%2C%20the%20information%20is%20accurate%20and%20truthful
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/ihealth-ra-cap/index.html#:%7E:text=An%20attestation%20signed%20by%20an%20owner%20or%20officer%20of%20iHealth%20stating%20that%20he%20or%20she%20has%20reviewed%20the%20Implementation%20Report%2C%20has%20made%20a%20reasonable%20inquiry%20regarding%20its%20content%20and%20believes%20that%2C%20upon%20such%20inquiry%2C%20the%20information%20is%20accurate%20and%20truthful
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/ihealth-ra-cap/index.html#:%7E:text=An%20attestation%20signed%20by%20an%20owner%20or%20officer%20of%20iHealth%20stating%20that%20he%20or%20she%20has%20reviewed%20the%20Implementation%20Report%2C%20has%20made%20a%20reasonable%20inquiry%20regarding%20its%20content%20and%20believes%20that%2C%20upon%20such%20inquiry%2C%20the%20information%20is%20accurate%20and%20truthful
https://www.justice.gov/archives/jm/criminal-resource-manual-902-1996-amendments-18-usc-1001
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Behavioral Health HIPAA Compliance

1. Make HIPAA Compliance a Core Value of the Organization
2. Designate a Privacy Official 

Duties: 
Develop and Implement organization’s Privacy Rule and Breach 
Notification Rule HIPAA compliance Policies and Procedures

45 CFR 164.530(a)(1)(i)
2. Identify the Security Official 

Duties:
Develop and Implement organization’s Security Rule HIPAA 
compliance Policies and Procedures

45 CFR 164.308(a)(2)

Accountability

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.530#p-164.530(a)(1)(i)
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-C/section-164.308#p-164.308(a)(2)
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Behavioral Health HIPAA Compliance
Accountability

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

HIPAA COMPLIANCE BASICS

RISK ANALYSIS & RISK MANAGEMENT

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

HIPAA Rules – Easy to Follow 
Step-by-Step 

When You Know the Steps 
No RA-RM Steps in the HIPAA Rules!

OCR/NIST Guidance

Risk Analysis and Risk Management

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

1. Scope of the Analysis
2. Data Collection
3. Identify and Document Potential Threats and

Vulnerabilities
4. Assess Current Security Measures (Controls)
5. Determine the Likelihood of Threat Occurrence
6. Determine the Potential Impact of Threat Occurrence
7. Determine the Level of Risk
8. Finalize Documentation
9. Periodic Review and Updates

OCR Risk Analysis Guidance – July 14, 2010
Risk Analysis and Risk Management

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

Sources for

RA-RM Procedures
OCR Guidance – 2010 
OCR Published RA-RM 

Resolution Agreements &
Corrective Action Plans

OCR Webinars &
Conference Presentations

Posted Guidance

OCR and NIST RA-RM Guidance

NIST Special Publication 800-66  Rev. 2 
NIST Special Publication 800-53  Rev. 5
NIST Special Publication 800-53A  Rev. 5

NIST Risk Management Framework 

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/administrative/securityrule/rafinalguidancepdf.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-66r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53Ar5.pdf
https://csrc.nist.gov/Projects/risk-management
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/index.html
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Behavioral Health HIPAA Compliance

A 3 Act Play
Act 1 – Setup 

Risk Analysis
1. Assemble Information

• PHI Locations in your Information System
• Workforce – Business Associates
• Identify Threats, Vulnerabilities and Risks

2. Assess Level of Risks 

It’s just – 
How to do HIPAA RA-RM – Preview – OCR/NIST Guidance 

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

A 3 Act Play
Act 2 – Confrontation 

Risk Management Actions 
Reduce Risks to Reasonable and Appropriate Level

Act 3 – Resolution
Risk Management Program
Active – Documented – In Place

It’s just – 
How to do HIPAA RA-RM – Preview – OCR/NIST Guidance 

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Act 
1

Risk
Analysis
4 Steps

Act 
2

Act 
3

Risk 
Management

Actions

Risk 
Management

Plan

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://thehipaaetool.com/
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Act
1

Act
3

Act
2

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://thehipaaetool.com/
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Behavioral Health HIPAA Compliance

HIPAA COMPLIANCE BASICS

POLICIES – PROCEDURES – TRAINING

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

1. A covered entity must implement Policies and Procedures with 
respect to protected health information that are designed to comply 
with the standards, implementation specifications, or other 
requirements of the Privacy Rule and Breach Notification Rule

45 CFR 164.530(i)(1) 

2. A covered entity or business associate must implement reasonable 
and appropriate Policies and Procedures to comply with the 
standards, implementation specifications, or other requirements of 
the Security Rule 

45 CFR 164.316(a)

Policies – Procedures – Training

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.530#p-164.530(i)(1)
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-C/section-164.316#p-164.316(a)
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Behavioral Health HIPAA Compliance

HIPAA Compliance Policies and Procedures must cover
All Standards and Implementation Specifications of the

Privacy Rule 
Breach Notification Rule
Security Rule 

And be customized when necessary and appropriate to:
• Address specific circumstances unique to your organization
• Reduce identified risks to the privacy and security of your 

organization’s PHI to a reasonable and appropriate level
• Incorporate changes in HIPAA Rules or other applicable law
• Address changed circumstances in your organization

Policies – Procedures – Training

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

1. A covered entity must train all members of its workforce on the 
policies and procedures with respect to protected health 
information required by the Privacy Rule and Breach Notification 
Rule as necessary and appropriate for the members of the 
workforce to carry out their functions

45 CFR 164.530(b)(1) 

2. A covered entity or business associate must implement a security 
awareness and training program for all members of its workforce 
(including management).

45 CFR 164.308(a)(5)(i)

Policies – Procedures – Training

Role-based Training

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.530#p-164.530(b)(1)
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-C/section-164.308#p-164.308(a)(5)(i)
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Behavioral Health HIPAA Compliance

COMMON HIPAA VIOLATIONS

EASY TO FIND – EASY TO CORRECT

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

Notice of Privacy Practices
Not Posted Prominently on the Organization’s Home Page

COMMON HIPAA VIOLATIONS – HIGHLY VISIBLE

HIPAA Privacy Rule
45 CFR §164.520 (c)(3)(i)

A covered entity that maintains a web site that provides 
information about the covered entity's customer 
services or benefits must prominently post its notice on 
the web site

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.ecfr.gov/current/title-45/part-164/section-164.520#p-164.520(c)(3)(i)
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.520#:%7E:text=A%20covered%20entity%20that%20maintains%20a%20web%20site%20that%20provides%20information%20about%20the%20covered%20entity%27s%20customer%20services%20or%20benefits%20must%20prominently%20post%20its%20notice%20on%20the%20web%20site%20and%20make%20the%20notice%20available%20electronically%20through%20the%20web%20site.
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.520#:%7E:text=A%20covered%20entity%20that%20maintains%20a%20web%20site%20that%20provides%20information%20about%20the%20covered%20entity%27s%20customer%20services%20or%20benefits%20must%20prominently%20post%20its%20notice%20on%20the%20web%20site%20and%20make%20the%20notice%20available%20electronically%20through%20the%20web%20site.
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.520#:%7E:text=A%20covered%20entity%20that%20maintains%20a%20web%20site%20that%20provides%20information%20about%20the%20covered%20entity%27s%20customer%20services%20or%20benefits%20must%20prominently%20post%20its%20notice%20on%20the%20web%20site%20and%20make%20the%20notice%20available%20electronically%20through%20the%20web%20site.
https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-C/part-164/subpart-E/section-164.520#:%7E:text=A%20covered%20entity%20that%20maintains%20a%20web%20site%20that%20provides%20information%20about%20the%20covered%20entity%27s%20customer%20services%20or%20benefits%20must%20prominently%20post%20its%20notice%20on%20the%20web%20site%20and%20make%20the%20notice%20available%20electronically%20through%20the%20web%20site.


71www.thehipaaetool.com                                                    Protecting Patient Privacy is our Job®      © 2024 ET&C Group LLC  

Behavioral Health HIPAA Compliance

Notice of Privacy Practices
Not Posted Prominently on the Organization’s Home Page

COMMON HIPAA VIOLATIONS – HIGHLY VISIBLE

HHS Phase 2 HIPAA Compliance Audit

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

Notice of Privacy Practices
Not Posted Prominently on the Organization’s Home Page

COMMON HIPAA VIOLATIONS – HIGHLY VISIBLE

Covered Entity Web Site NPP Link correctly posted on Home Page

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Communicating with Patients using Regular Email & Texts
Without following 3 Step Safeguard

Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – HIGHLY VISIBLE

1. Notify  “Duty to Warn” 
Some level of risk information in an Unencrypted Email or Text 
Message can be read by someone else

2. Let the Patient Decide
If the Patient prefers Unencrypted Email or Text Message the Patient 
has the right to receive them
Privacy Rule  78 FR 5634, Jan. 25, 2013
Security Rule   79 FR 7302, Feb. 6, 2014

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.federalregister.gov/d/2013-01073/p-648
https://www.federalregister.gov/d/2014-02280/p-122
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Communicating with Patients using Regular Email & Texts
Without following 3 Step Safeguard

Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – HIGHLY VISIBLE

1. Notify  “Duty to Warn” 
Some level of risk information in an Unencrypted Email or Text 
Message can be read by someone else

2. Let the Patient Decide
If the Patient prefers Unencrypted Email or Text Message thePatient 
has the right to receive them

3. Document
Your Warning and Patient’s Decision to receive Unencrypted Email or 
Text Message                                 45 CFR 164.530(j)(1) 

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.ecfr.gov/current/title-45/part-164/section-164.530#p-164.530(j)(1)
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Communicating with Patients using Regular Email & Texts
Without following 3 Step Safeguard

Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – HIGHLY VISIBLE

If individuals are notified of the risks and still prefer unencrypted email, 
the individual has the right to receive protected health information in 
that way, and covered entities are not responsible for unauthorized 
access of protected health information while in transmission to the 
individual based on the individual’s request. 

Further, covered entities are not responsible for safeguarding 
information once delivered to the individual.

78 FR 5634, Jan. 25, 2013

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.federalregister.gov/d/2013-01073/p-648
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Communicating with Patients using Regular Email & Texts
Without following 3 Step Safeguard

Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – HIGHLY VISIBLE

If individuals are notified of the risks and still prefer unencrypted email, 
the individual has the right to receive protected health information in 
that way, and covered entities are not responsible for unauthorized 
access of protected health information while in transmission to the 
individual based on the individual’s request. 

Further, covered entities are not responsible for safeguarding 
information once delivered to the individual.

78 FR 5634, Jan. 25, 2013

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.federalregister.gov/d/2013-01073/p-648
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Communicating with Patients using Regular Email & Texts
Without following 3 Step Safeguard

Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – HIGHLY VISIBLE

2013   Privacy Rule – effective September 23, 2013  “Duty to Warn”
January 25, 2013 – 78 FR 5634

2014 Security Rule – Encryption Reasonable & Appropriate Safeguard 
Unencrypted Email permitted if Individual warned of risks prefers Unencrypted Email

February 6, 2014 – 79 FR 7302
2016   Privacy Rule Access Guidance – Reviewed by OCR - January 5, 2024

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html

2018 Text Message “Duty to Warn” Confirmation
OCR Director Roger Severino – HIMSS Annual Conference

March 6, 2018

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.federalregister.gov/d/2013-01073/p-648
https://www.federalregister.gov/d/2014-02280/p-122
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html
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Communicating with Patients using Regular Email & Texts
Without following 3 Step Safeguard

Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – HIGHLY VISIBLE

Recorded exchange between attendee and OCR Director
Q. Do OCR guidelines for Unencrypted Email apply to 

Unencrypted Text Messages – if a patient is educated and 
agrees to the risk and doesn’t want to use secure texting?

A. “I don’t see a difference.” – between an Unencrypted Email 
and an Unencrypted Text Message

Q. “I guess I have to avoid the secure texting vendors who may 
want to shoot me now.”

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Tracking Technologies
Major New HIPAA Web Site Liability

Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – OCR INVESTIGATIONS

June 16, 2022 The Markup article
Facebook Is Receiving Sensitive Medical Information from Hospital 
Websites

December 1, 2022 updated March 28,2024 OCR Bulletin
Use of Online Tracking Technologies by HIPAA Covered Entities and 
Business Associates
Tracking technologies are used to collect and analyze information about 
how users interact with regulated entities’ websites or mobile 
applications (“apps”).

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
www.thehipaaetool.com/Facebook%20Is%20Receiving%20Sensitive%20Medical%20Information%20from%20Hospital%20Websites
www.thehipaaetool.com/Facebook%20Is%20Receiving%20Sensitive%20Medical%20Information%20from%20Hospital%20Websites
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html#:%7E:text=Tracking%20technologies%20are%20used%20to%20collect%20and%20analyze%20information%20about%20how%20users%20interact%20with%20regulated%20entities%E2%80%99%20websites%20or%20mobile%20applications%20(%E2%80%9Capps%E2%80%9D).
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html#:%7E:text=Tracking%20technologies%20are%20used%20to%20collect%20and%20analyze%20information%20about%20how%20users%20interact%20with%20regulated%20entities%E2%80%99%20websites%20or%20mobile%20applications%20(%E2%80%9Capps%E2%80%9D).
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html#:%7E:text=Tracking%20technologies%20are%20used%20to%20collect%20and%20analyze%20information%20about%20how%20users%20interact%20with%20regulated%20entities%E2%80%99%20websites%20or%20mobile%20applications%20(%E2%80%9Capps%E2%80%9D).
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Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – OCR INVESTIGATIONS

Key Points
• Tracking Technologies are complex
• There are many types of Tracking Technologies
• Until 2022, Tracking Technology functions and risks were largely 

unknown to Health Care Provider senior management and 
compliance officials

Tracking Technologies
Major New HIPAA Web Site Liability

https://thehipaaetool.com/
https://attorneyhales.com/
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Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – OCR INVESTIGATIONS

How to Avoid Tracking Tech Liability
• Risk Analysis & Risk Management
• Identify Tracking Technology Locations
• Assemble Multi-Specialty Team

• Senior Management 
• Outside Experts – Business Associates with BAAs
• Information Technology – Security – Legal – Others 

Tracking Technologies
Major New HIPAA Web Site Liability

https://thehipaaetool.com/
https://attorneyhales.com/
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Patient’s Right of Access to their PHI

Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – OCR INVESTIGATIONS

OCR Update and 2024 Priorities

Melanie Fontes Rainer 
OCR Director

February 27, 2024
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Patient’s Right of Access to their PHI
Using the Wrong Form

Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – OCR INVESTIGATIONS

As explained elsewhere in the guidance, a HIPAA authorization is
not required for individuals to request access to their PHI,
including to direct a copy to a third party – and because a HIPAA
authorization requests more information than is necessary or
that may not be relevant for individuals to exercise their access
rights, requiring execution of a HIPAA authorization may create
impermissible obstacles to the exercise of this right.

Privacy Rule Access Guidance – Reviewed by OCR - January 5, 2024

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html#:%7E:text=As%20explained%20elsewhere,of%20this%20right.
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html#:%7E:text=As%20explained%20elsewhere,of%20this%20right.
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html#:%7E:text=As%20explained%20elsewhere,of%20this%20right.
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html#:%7E:text=As%20explained%20elsewhere,of%20this%20right.
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html#:%7E:text=As%20explained%20elsewhere,of%20this%20right.
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html#:%7E:text=As%20explained%20elsewhere,of%20this%20right.
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html
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Patient’s Right of Access to their PHI
Use Correct Form

Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – OCR INVESTIGATIONS
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Risk Analysis - Risk Management

Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – OCR INVESTIGATIONS

OCR Update and 2024 Priorities

Melanie Fontes Rainer 
OCR Director

February 27, 2024
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Risk Analysis - Risk Management

Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – OCR INVESTIGATIONS

HHS Phase 2 HIPAA Compliance AuditRisk Analysis
1. Providers commonly submitted documentation of some security activities of a 

third party security vendor
Responsibility for Risk Analysis rests with the Entity 

2. Entities offered third party template policy manuals that contain no evidence of 
entity-specific review or revision and no evidence of implementation

Risk Management
1. Because audited Entities largely failed to conduct appropriate Risk Analyses, they 

were unable to link their security plans to management of identified risks
2. Most Entities failed to produce policies and procedures, or implement security 

measures, sufficient to reduce risks and vulnerabilities to a reasonable and 
appropriate level

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
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Behavioral Health HIPAA Compliance

Hybrid Entity
This applies to an organization which is a single legal entity with functions that do not involve 
health care but has components that do provide health care services regulated by HIPAA. 
Examples are:
• A County Government that has a Health Department
• A manufacturing company that has a health clinic for employees
• A non-profit organization that provides many types of community services but also 

provides some HIPAA-covered health care services 
• A federally recognized Indian Tribe that provides HIPAA-covered health care services
HIPAA defines the entire organization as a Covered Entity that is responsible for HIPAA 
compliance.
To avoid HIPAA compliance liability for non-health-related activities, the organization must 
designate itself as a Hybrid Entity, and identify its Health Care Components that must comply 
with HIPAA. 

COMMON HIPAA VIOLATIONS
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Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – HYBRID ENTITY

Start typing in Search Box
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Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – HYBRID ENTITY
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Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – HYBRID ENTITY
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Behavioral Health HIPAA Compliance
COMMON HIPAA VIOLATIONS – HYBRID ENTITY
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Behavioral Health HIPAA Compliance

HIPAA COMPLIANCE IS A PROCESS

ONGOING AND ADJUSTED WHEN NECESSARY 
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Behavioral Health HIPAA Compliance

For example
The OCR Risk Analysis Guidance – July 14, 2010
calls for “… a truly integrated risk analysis and 
management process… .”
“Performing the risk analysis and adjusting risk 
management processes to address risks in a 
timely manner will allow the covered entity to 
reduce the associated risks to reasonable and 
appropriate levels.”

HIPAA Compliance is a Process

https://thehipaaetool.com/
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HIPAA Compliance
Is about Fundamentals

A Core Value of Your Organization
Risk Analysis and Risk Management

Policies – Procedures – Training 

Behavioral Health HIPAA Compliance
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Behavioral Health HIPAA Compliance

The HIPAA Rules
Are Easy to Follow

Step-by-Step
When You Know the Steps
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Behavioral Health HIPAA Compliance

The HIPAA Rules
Are a Blueprint

To Protect Patients
and Your Organization
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Behavioral Health HIPAA Compliance

Convention Special – 25% off 
Scan to Sign up for Free Online Demo
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Behavioral Health HIPAA Compliance

Your Questions Please
Paul R. Hales, J. D.

PaulHales@AttorneyHales.com
www.AttorneyHales.com 

314-534-3534
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https://attorneyhales.com/
https://www.thehipaaetool.com/
mailto:PaulHales@AttorneyHales.com
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Behavioral Health HIPAA Compliance

Thank You
Paul Hales, J. D.

PaulHales@AttorneyHales.com
314-534-3534

https://thehipaaetool.com/
https://attorneyhales.com/
https://www.thehipaaetool.com/
mailto:PaulHales@AttorneyHales.com
tel:3145343534
https://attorneyhales.com/
https://attorneyhales.com/
https://thehipaaetool.com/

	Slide Number 1
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Slide Number 43
	Slide Number 44
	Slide Number 45
	Slide Number 46
	Slide Number 47
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Slide Number 63
	Slide Number 64
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance
	Behavioral Health HIPAA Compliance

